City of
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Overview
Summary
The City of Long Beach (City) Department of Health
and Human Services (Health Department) requests
proposals from interested and qualified firms to
develop a mobile device application (for use on
Android and Apple iOS) to be used by staff and
volunteers to conduct the City’s Point in Time Homeless
Count (PIT Count).

Key Dates
Release Date: 11:00 AM September 6, 2022
Optional Pre-Proposal Meeting: 11:00 AM September 20,
2022
Questions Due to the City: 11:00 AM September 27,
2022
Answer Due Date: 11:00 AM October 4, 2022
Proposals Due: 11:00 AM October 13, 2022
The City reserves the right to modify these dates at
any time, with appropriate notice to prospective
Contractors.

Proposal Information
Instructions for what to include in your proposal and
how to submit it are detailed in Section 4.
Proposals must be submitted electronically via the
City’s LBBuys portal, available at
https://longbeachbuys.buyspeed.com/bso/view/hom
epage/homePage.xhtml.

RFP Official Contact
Ahmed Ali
rfppurchasing@longbeach.gov
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All communication with the City related to this RFP
must be directed to the contact listed above.
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1 The Opportunity
1.1 Project Summary
The City of Long Beach Health Department requests proposals from interested and qualified firms to
develop a Mobile Device Application (App) for use on Android and Apple iOS platforms to conduct the
City’s annual Point-in-Time Homeless Count (PIT Count). The data gathered by the App will be used to
collect an un-duplicated count of persons experiencing homelessness within the City, map their
locations, and collect demographic information. The compiled information will also be provided to the
U.S. Department of Housing and Urban Development (HUD).

1.2 Background
Since 1987, the City has attempted to address homeless individuals and families’ needs through a
process that engages a broad base of community stakeholders. This process encompasses the work of
leaders from non-profit, faith-based, business, and educational organizations, employees, and
volunteers to plan and provide a dynamic, comprehensive, coordinated system of services and programs
that meet the specialized needs of people experiencing homelessness (PEH). This effort demands that
each funded agency operates not only in terms of the agency’s individual mission but also within the
broader City-wide effort to end homelessness.
As the entity that oversees a federally designated Continuum of Care (CoC), the Health Department is
required to provide HUD with an accurate count of people experiencing homelessness on an annual
basis. The PIT Count data is used by HUD to determine the CoC’s potential funding for subsequent years.
The City also uses the PIT Count data to determine gaps and needs and guide policies and programs to
address homelessness.
The PIT Count in Long Beach consists of four components. Each component will utilize the App to collect
demographic data on people experiencing homelessness.
•

•

•

•

Street-based enumeration – counting of all people experiencing unsheltered homelessness in the
City of Long Beach, conducted by 200-250 staff and community volunteers in teams assigned to
different parts of the City. This is the primary use case for the App and is tentatively scheduled
for January 26, 2023.
Specialized street-based enumeration – counting of people experiencing unsheltered
homelessness in harder to reach areas, such as large encampments, riverbeds, train tracks, and
freeway infrastructure, conducted by the Health Department staff.
Service-based access centers enumeration – counting of all people experiencing homelessness
making use of service centers, such as food programs, social service agencies, medical facilities,
etc.
Housing inventory enumeration – counting of all people experiencing sheltered homelessness,
including shelters, transitional housing, and other residential programs.

The PIT Count is comprised of a demographic survey of 30-40 questions and a visual count of individuals
who cannot or refuse to be surveyed. The tentative date of the 2023 Long Beach Homeless Count will be
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January 26, 2023, with other Count activities taking place between January 22, 2023 and January 28,
2023. If a proposer is unable to meet the required deadline for the 2023 PIT Count, they may submit
proposals for the 2024 PIT Count, which will take place in January 2024.
In the month leading up to the PIT Count, volunteers and staff will be trained on the appropriate methods
for ensuring a consistent and accurate PIT Count, including best practices for identifying and interviewing
individuals, how to install and use the app, and logistical information, such as team assignments,
locations, time of deployment, etc.

1.3 Goals
The Goal of this project is for the Awarded Contractor to provide a mobile application (app) that will
enable the City to successfully mobilize 250 community volunteers to count and collect demographic
data on all people experiencing homelessness in Long Beach safely, efficiently, and accurately.
A successful contractor will deliver an app that:
•
•
•
•
•
•

Allows staff and volunteers to create an accurate, un-duplicated count of persons experiencing
homelessness within Long Beach, both sheltered and unsheltered;
Provides an intuitive interface to administer a demographic survey and/or a visual count for every
person experiencing homelessness;
Logs accurate geo-locational data in latitude and longitude coordinates with no user input
necessary;
Stores and exports data that is secure, clean, and easily analyzed;
Is user-friendly for individuals with varying levels of technology experience; and
Is optimized for both Android and iOS platforms and a variety of mobile devices, including phones
and tablets.

A successful contractor will also provide effective training and troubleshooting to all participating staff
and volunteers.

1.4 Award Terms
The total amount of funding is open ended , based on funding availability and proposed application by
Awarded Contractor. The City will be reviewing for cost effectiveness and feasibility during the
evaluation process.
This contract term will be for a period of one year, with the option to renew for two additional one-year
periods at City’s discretion. The total contract term will not exceed five years. These contract renewals
would expect to build on the existing mobile application developed in this RFP.
The City reserves the discretion to amend subcontracts awarded through this RFP at an equal, lesser, or
greater amount contingent upon satisfactory performance, availability of funds, demonstrated need,
and project outcomes.
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2 Scope of Work
2.1 Description of Services
The Awarded Contractor will develop and deliver a mobile application (App) to be used by staff and
volunteers to survey and count persons experiencing homelessness (PEH) within the City. The Contractor
will collaborate with the Health Department Staff to personalize the App to the City’s needs, and provide
support with the training, troubleshooting, and cleaning of data for analysis.
Mobile Application Requirements
The Mobile Application will need to be able to perform the following:
•

•

•

•
•
•
•
•

Allows staff and volunteers to create an accurate, unduplicated count of persons experiencing
homelessness within Long Beach, both sheltered and unsheltered.
o App must allow for individual user accounts and provide individual deployment
information to each user
Provides an intuitive interface to administer a demographic survey and/or a visual count for every
person experiencing homelessness, including an interface that allows the user to easily track their
progress and completed surveys
o Demographic survey must allow for conditional questions based on previous answers
o App must include an option for a “visual count”, or a method of recording people
experiencing homelessness where a survey is not possible
o Allows for the conducting of the PIT Count in Spanish for bilingual volunteers and staff.
The City will provide a translated demographic survey.
Stores and exports data that is secure, clean, and easily analyzed. Data must be exportable in .csv
format with timestamp, username, team name, and accurate locational data
o App must log accurate geo-locational data in latitude and longitude coordinates with no
user input necessary
Is user-friendly for individuals with varying levels of technology experience
Provides a testing or practice functionality for individual users to use leading up to the PIT Count
without compromising the data of the PIT Count
Is optimized for both Android and iOS platforms and a variety of mobile devices, including phones
and tablets. The app shall be downloadable through the Google Play and Apple App store.
Provides an interface for real-time monitoring of PIT Count progress by the Health Department
staff throughout the course of the Point-in-Time Count
Remains operational even if individuals lose cell phone reception during the PIT Count

Project Management
The Awarded Contractor shall take full responsibility for providing project management for the creation
of the App. The Awarded Contractor will provide a project plan to achieve the objectives of the project,
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which shall include an explanation of the role of all partners (if applicable), the role of City staff, and an
overall project timeline.
The Contractor is expected to guarantee the successful, timely completion of every aspect of the project
over which it has control over. The Health Department’s responsibility will be defined in an agreed upon
Statement of Work (SOW), which will be finalized during the contract creation process.
Proposers should provide a description of a recommended team structure (including an organizational
team chart), listing key personnel functions, staffing profiles and responsibilities to cover App creation,
training, and support. The Narrative Proposal should include a detailed plan that thoroughly describes
how the contractor will successfully implement App requirements. The project plan should detail the
project timeline and important milestones from start to finish. Key components to include in the project
plan shall include estimated timeframe, overview of deliverables, assumptions, and assumed Contractor
and City responsibilities.
The Health Department reserves the right to approve or reject any changes to the Contractor’s project
personnel after the contract is awarded. The Health Department also reserves the right to request
personnel changes, with reasonable notice to the Contractor, following contract award if the City
determines that such changes are in the best interests of the project.
Software/System Documentation
Upon completion of the project and final acceptance, Contractor shall provide detailed system and user
documentation to City staff responsible for the operation and support of the system. Contractor shall
provide electronic copies of technical manuals and user manuals for administrator and end-user training.
The City, at their expense, will have the right to print and distribute copies of the documents as needed.
Test and Production Environments
Proposers shall provide a detailed testing strategy as part of their response to the RFP. This testing
strategy should include adequate time for testing and revision of app in response to City staff feedback.
Contractors shall include the following components of the plan in their responses:
•

•

Test Environment – All functional, technical, and performance requirements must be
demonstrated in a test environment. This environment will consist of implementing the App and
test data elements for the Health Department.
Production Environment –This environment will consist of App implementation for use.

Once application production is completed, City staff will conduct an acceptance test. These tests will
confirm app operation, as well as ensuring that the system meets all of the functional requirements as
outlined in this RFP and any subsequent agreements.
The test will run for up to 10 business days after the Contractor has determined that the system is
operational. A second 10-day period is reserved for fixing discrepancies. System performance shall be at
an acceptable speed as dictated by industry standards and state of the art technologies. Discrepancies
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that have been fixed will be retested. The acceptance test must be completed within 30 days from the
start of the test. If by fault of the Contractor, the testing, fixing and retesting is not completed and
accepted within 30 days, the system may be deemed unacceptable, and the contractor may be
disqualified from the project.
The Contractor will not be held responsible for any delay caused by the Health Department. In either
case, such delay must be documented and agreed to by both parties.
Training Requirements
The Awarded Contractor shall provide a live presentation and training for up to three virtual trainings
for staff and volunteers on installation and use of the app and be available for questions in the month
leading up to the PIT Count. The App should have a testing or practice functionality, where individuals
and teams can practice inputting PIT Counts without compromising the overall data.
Dates and length of presentation will be determined with the Health Department and Contractor staff.
Contractor shall provide at least one employee on-site for the day of the PIT Count to provide technical
support and troubleshooting, as well as a technical support hotline.
Standards for City Acceptance of Deliverables
The following standards will be utilized to govern the acceptance of deliverables:
•
•
•
•

•
•
•
•

Contractor shall define all deliverables and scheduled completion dates.
All deliverables shall be subject to City review and approval prior to acceptance and payment.
The City will have ten (10) business days, at a minimum, to review each deliverable document.
The City is responsible for reviewing and approving each deliverable with an agreed upon
turnaround time. In the event the City determines that a revision is required, the contractor will
receive written notification of the changes from the City. The Contractor will then have five (5)
business days to implement those changes.
Contractor shall not make any changes to a deliverable that has been accepted by the City
without prior written approval of the City.
Each deliverable should conform to the RFP, the Contractor’s proposal, and/or any subsequent
agreements.
A process for identifying and correcting errors shall be included in the Contractor’s proposal.
No payments will be made for deliverables not fully accepted by the City.

Software Maintenance and Troubleshooting
The Awarded Contractor will be expected to provide software maintenance and troubleshooting in the
one month leading up to the PIT Count, and emergency support options for the duration of all PIT Count
activities during the week of the PIT Count. The Contractor will identify at least one point-of-contact who
is available to troubleshoot for community volunteers and City staff who need assistance in installing
and practicing the app functions.
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Performance Standards
The system will be expected to meet performance standards that will be defined in the final contract.
Proposers should provide documentation of their standard Service Level Agreements (SLAs) with their
responses. In the event the selected Contractor does not meet the contractual performance
requirements, the Contractor shall pay liquidated damages to the City. The liquidated damages for failing
to adhere to defined SLAs may be defined during contract negotiations. The SLA should include 99.9%
system availability. For all other standard SLAs provided in the proposal, which may include all help desk
and support services proposed, Proposer shall identify how it will triage, including response times.

2.2 Performance Metrics & Contract Management
2.2.1 Performance Metrics
Performance will be measured using the Project Plan provided by the selected Contractor. The
Contractor shall adhere to the timetable set forth on the Project Plan provided and update the Health
Department once milestones are met.
The table below highlights the targets that will be tracked and reviewed collaboratively with the awarded
contractor during the contract. This list is an indication of the performance metrics of interest to the City
and is not exhaustive or final. As a part of a response to this RFP, Proposers may propose additional or
alternative performance metrics to be tracked on a regular basis. The final set of performance metrics
and frequency of collection will be negotiated by the successful Proposer and the City prior to the
finalization of an agreement between parties and may be adjusted over time as needed.
METRIC

DESCRIPTION

TARGET

DATA SOURCE

1. User Satisfaction

App should be
intuitive, user
friendly, and
seamless, enabling
an efficient PIT
Count for a wide
number of
volunteers with
varying levels of
technological
experience

97% positive
experience surveys

Volunteer and staff
feedback surveys
after each training
and after the PIT
Count

2. User
Preparedness

Contractor should
provide accessible
training for
volunteers and staff
to ensure proper
installation and use
of the app

At least 1 live
training for City
staff and
at least 2 live
trainings for
volunteers

PIT Count Trainings
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3. Data Accuracy
and Integrity

Contractor should
work with City staff
to ensure data
system security and
redundancy to
deliver a complete,
de-duplicated
database of Count
surveys

Complete, deduplicated raw
dataset and report
provided to City
staff within one
week of the PIT
Count

4. App
Development
Timeliness

Contractor will
ensure app
development
progresses in
accordance to
previously agreed
on project plan
and timeline

All milestones and
deliverables
achieved on
schedule

PIT Count dataset
and report

2.2.2 Contract Management
Kickoff Meeting
The Awarded Contractor must participate in a project kickoff meeting to introduce lead project staff,
and to review project scope, timelines, invoicing, and reporting requirements. The Contractor and City
staff will collaborate to schedule regular project meetings and reporting schedule.
Communication and Reporting
Contractor will identify a lead project manager that will be available during business hours to speak or
answer questions via phone or email. Contractor and City staff are expected to meet at least bi-weekly
from the start of contract through the day of the PIT Count to review project status, address issues,
assess opportunities to improve efficiency of the application, and work towards the successful launch
and implementation of the app.
Within two weeks of the PIT Count, the Contractor and City staff will hold a close-out meeting to debrief
and ensure delivery of all count and app materials. In addition to Count data, the Contractor should
provide a closing report on app usage, performance, limitations, and issues that arose during the course
of the Count.
2.2.3 Contract Payment
The City of Long Beach issues payment based upon services rendered. After a contract is finalized and
work is performed, the Contractor shall invoice the City. The City will remit payment within 30 calendar
days of being billed.
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3 How We Choose
3.1 Minimum Qualifications
Eligible applicants for this RFP are researchers, research organizations, public or private colleges or
universities, and not-for-profit or for-profit agencies who have experience providing similar services, as
outlined in Section 2.1, to the public or private sector.
Applicants must reveal all potential conflicts of interest including, but not limited to, being affiliated or
associated with a homeless service provider(s) or a current direct recipient of public or private funds for
the provision of homeless services or housing.
Proposers must also meet the following minimum qualifications to be eligible:
•
•

•
•
•

The applicant, its officers, and employees are not currently debarred or suspended from doing
business with the Federal Government, State of California, or a local government
Applicant does not have unresolved current or past contract non-compliance, non-performance,
suspension, termination, or other adverse audit finding with one or more funders in the past five
(5) years.
Applicant must be qualified to conduct business in the City of Long Beach.
Experience in delivering at least one mobile application of similar scope to a government and/or
social service agency
Financial stability and staff capacity to effectively deliver service

3.2 Evaluation Criteria
Proposals shall be consistently evaluated based upon the following criteria:
1. Organizational Capacity and Experience
• Meeting the minimum qualifications in this RFP (See Section 3.1)
• Successful experience performing similar activities related to those listed in this RFP
• Capacity to meet performance outcomes
2. Methods of Approach
• Feasibility and optimization of proposed solution and budget to meet the requirements
listed in Section 2.1
3. Communications and Reporting
• Provides a clear plan to establish, communicate, and achieve milestones
• Provides a clear plan to deliver training and customer support
4. Reasonableness of Cost
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3.3 Selection Process & Timelines
EVALUATION STAGE
Evaluation of
Narrative & Cost
Proposals

ESTIMATED
DATE
October 2022

DESCRIPTION
•

•

An Evaluation Committee will review
Narrative & Cost Proposals to select the
proposal that best meets the needs of the
City.
Evaluations will be conducted using a
methodology derived from the evaluation
criteria listed in Section 3.2.

[Interviews/ Demos/
Site Visits]

Oct – Nov
2022

•

The City may interview or request demos
from none, one, some or all Proposers.

Negotiation &
Contractor
Selection

November
2022

•

Selected Contractor(s) will be notified in
writing.
Any award is contingent upon the
successful negotiation of final contract
terms. If contract negotiations cannot be
concluded successfully, the City reserves
the right to negotiate a contract with
another Contractor or withdraw the RFP.
Negotiations shall be confidential and not
subject to disclosure to competing
Contractors unless and until an agreement
is reached.

•

•

Estimated Contract
Execution
Proposer Debrief

November
2022
After
Contractor is
Selected

•

Successful and unsuccessful Proposers are
encouraged to request phone call or in
person meeting with the City to discuss the
strengths and weaknesses of their
proposal. The intent of the debrief is to
provide the Proposer with constructive
feedback to equip them with information
to effectively meet the City’s needs and
be successful in future proposals.
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4 Proposal Instructions & Content
4.1 Proposal Timelines & Instructions

MILESTONE
Release date

TIME
(PACIFIC) &
DATE

LOCATION / ADDITIONAL INFORMATION

September 6,
2022

Optional
Pre-Proposal Meeting

11:00 AM
September
20, 2022

•
•

Teams Meeting
RSVP Instructions, i.e.: RSVPs are
requested, but not required. Please RSVP
using the “RSVP” button on Long Beach
Buys

Questions due to the
City

11:00 AM
September
27, 2022

•

Submit all inquiries via email to
rfppurchasing@longbeach.gov

Posting of the Q&A

October 4,
2022

•

Responses to the questions will be posted
on the City’s Long Beach Buys portal,
available at
https://longbeachbuys.buyspeed.com/b
so/view/homepage/homePage.xhtml.

Proposals due

11:00 AM
October 13,
2022

•

Proposals should be submitted
electronically via the City’s Long Beach
Buys portal, available at
https://longbeachbuys.buyspeed.com/b
so/view/homepage/homePage.xhtml.
Late proposals, or proposals submitted
through other channels will not be
accepted.
Proposers are responsible for submitting
their proposals completely and on time.
o Proposers will receive an e-bid
confirmation number with a time
stamp from Long Beach Buys
indicating that the proposal was
submitted successfully. The City will
only receive proposals that were
transmitted successfully.
o Technical support is available by
phone at (562) 570-6200

•
•
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o Support resources including a list of
Frequently Asked Questions are
available on Long Beach Buys at
https://longbeachbuys.buyspeed.c
om/bso/view/homepage/homePa
ge.xhtml.
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4.2 Proposal Content
Complete proposals will include the following. Proposers are encouraged to use this table as a checklist
to ensure all components are included in their proposal.
☐

☐

☐

☐

PROPOSAL
Narrative/Technical The Narrative/Technical Proposal should provide a
Proposal
straightforward, concise delineation of applicant’s
capabilities to satisfy the RFP. Proposal should also include
the proposed application design and technical approach,
including ability to satisfy all requirements in Section 2.1.
Guidance on preparing a Narrative Proposal is detailed
below in Section 4.3.
Cost Proposal
The Cost Proposal should include a proposed itemized
budget which outlines the following:
• Estimated costs to design, implement and maintain
the mobile application
• Labor, indirect costs, and any subconsultant costs
• Any additional information that describes your fee
structure and that provides a comprehensive
estimate of total program costs for your
organization’s proposal.
Proposers located outside the Los Angeles/Long Beach
area should not assume the City will reimburse for travel to
the City without prior approval. Proposers outside of the Los
Angeles/Long Beach area should discuss how remoteness
will affect responsiveness in delivering the mobile
application.
PROPOSAL APPENDICES
Financial Stability
Proposers should include one or more of the following
financial statements to provide the City with enough
information to determine financial stability of the Proposer
and subcontractor.
• Financial Statement or Annual Report
• Business tax return
• Statement of income and related earnings
• Other relevant document(s)
Other Addenda
Colored displays, promotional materials, and other
(if applicable)
collateral are not necessary or desired. However, if a
complete response cannot be provided without
referencing supporting documentation, it may be
provided as an addendum clearly cited in the Narrative or
Cost Proposal.
Point in Time Count Mobile Application| RFP HE22-124 | Template v6.9.21 | 15

☐
☐

☐
☐
☐
☐
☐

MANDATORY ATTACHMENTS | The following are included as Attachments in Long
Beach Buys. They must be signed by the individual legally authorized to bind the
Proposer.
A. Authorization & Certification
B. Equal Benefits Ordinance (EBO) Form
NON-MANDATORY ATTACHMENTS | The following are required for awarded
Contractors prior to contract execution. If possible, Proposers are encouraged to
include this information as part of their proposal to expedite processing.
C. W-9
D. Business License
E. VISA Questionnaire
F. Proof of Registration with Secretary of State
Long Beach Buys | Ensure your organization’s Long Beach Buys profile is up to
date, including an email address, phone number, and for any socioeconomic
classifications you may qualify for.

4.3 Narrative Proposal Template
Proposers shall develop a narrative proposal that includes all of the following information:

Contact and Organizational Information
1. Company Name, Company Address, Website, and Federal Tax ID Number for the
organization.

2. Name, Title, Email Address, and Phone Number of an authorized representative for the
organization.

3. OPTIONAL: Name, Title, Email Address, and Phone Number of a second point of
contact.

4. Organizational structure (nonprofit, sole proprietorship, partnership, corporation, limited
liability company, or other). If the organization is a corporation, please indicate the
state of incorporation and date of incorporation.

REFERENCES
Reference 1

Company
Project Manager
Phone Number

Point in Time Count Mobile Application| RFP HE22-124 | Template v6.9.21 | 16

Reference 2

Reference 3

Project Description
Project Start and
End Dates
Company
Project Manager
Phone Number
Project Description
Project Start and
End Dates
Company
Project Manager
Phone Number
Project Description
Project Start and
End Dates

Organization Capacity and Experience
1. Please describe why your organization is qualified to provide the services
described in this RFP. Include any examples of similar past projects that have
been successfully implemented.

2. Please describe how the project will be staffed, including the percentage of
time each employee will be allocated to the project.

3. If applicable, please provide information on any subcontractors that will be
used in the proposal, including the previous two questions.

4. Please communicate what you would need from the Health Department for a
successful contract implementation.

Method of Approach
5. Provide a clear and concise description of your proposed solution that
addresses the Scope of Work detailed in Section 2.1. Include any available
description or examples of the mobile application you will develop.
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6. Please summarize your proposed workplan and highlight important milestones
and timeframes, including the process of collaboration with City staff and
testing process.

7. Provide a clear and concise description of your training plan, including live
virtual trainings with City staff and community volunteers.

8. Identify potential challenges implementing your proposed project and explain
how these challenges will be addressed.

9. Communicate what you would need from the City to implement the contract
successfully.

Communications & Reporting
1. What data and reporting systems will you use to routinely evaluate program
performance? Are there are any additional or alternative performance metrics
you recommend?

2. What staff will be responsible for supervising the project?

3. What is your plan for reporting project milestones and coordinating with the
City?

4. The City requires that the awarded Contractor provide proof of payment of any
subcontractors used for this project. If the proposal includes subcontractors,
please describe the plan for how the City will be notified of such payments.
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5 Terms & Conditions
5.1 Acronyms/Definitions
1. Awarded Contractor: The organization/individual that is awarded a contract with the City of Long
Beach, California for the services identified in this RFP.
2. City: The City of Long Beach and any department or agency identified herein.
3. Contractor / Proposer: Organization/individual submitting a proposal in response to this RFP.
4. Evaluation Committee: An independent committee comprised solely of representatives of the
City established to review proposals submitted in response to the RFP, evaluate the proposals,
and select a Contractor.
5. Health Department: City of Long Beach, Department of Health and Human Services.
6. May: Indicates something that is not mandatory but permissible.
7. RFP: Request for Proposals.
8. Shall / Must: Indicates a mandatory requirement. Failure to meet a mandatory requirement may
result in the rejection of a proposal as non-responsive.
9. Should: Indicates something that is recommended but not mandatory. If the Proposer fails to
provide recommended information, the City may, at its sole option, ask the Proposer to provide
the information or evaluate the proposal without the information.
10. Subcontractor: Third party not directly employed by the Proposer who will provide services
identified in this RFP.
11. CoC: Continuum of Care.
12. HUD: Department of Housing and Urban Development.
13. App: Mobile Device Application.
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5.2 Solicitation Terms & Conditions
1. The City reserves the right to alter, amend, or modify any provisions of this RFP, or to withdraw
this RFP, at any time prior to the award of a contract pursuant hereto, if it is in the best interest
of the City to do so.
2. The City reserves the right to request clarification of any proposal term from Proposers.
3. The City may contact the references provided; contact any Proposer to clarify any response;
contact any current users of a Proposer’s services; solicit information from any available source
concerning any aspect of a proposal; and seek and review any other information deemed
pertinent to the evaluation process.
4. The level and term of documentation required from the Proposer to satisfy the City will be
commensurate with the size and complexity of the contract and Proposers should submit
accordingly. If the information submitted by the Proposer, or available from other sources, is
insufficient to satisfy the City as to the Proposer’s contractual responsibility, the City may request
additional information from the Proposer or may deem the proposal non-responsive.
5. The City reserves the right to waive informalities and minor irregularities in proposals received.
6. The City reserves the right to reject any or all proposals received prior to contract award.
7. The City’s determination of the Proposer’s responsibility, for the purposes of this RFP, shall be
final.
8. Unless otherwise specified, the City prefers to award to a single Contractor but reserves the right
to award contracts to multiple contractors.
9. The City shall not be obligated to accept the lowest priced proposal, but will make an award in
the best interests of the City of Long Beach after all factors have been evaluated.
10. Any irregularities or lack of clarity in the RFP should be brought to the Purchasing Division
designee’s attention as soon as possible so that corrective addenda may be furnished to
Proposers.
11. Proposals must include any and all proposed terms and conditions, including, without limitation,
written warranties, maintenance/service agreements, license agreements, lease purchase
agreements and the Proposer’s standard contract language. The omission of these documents
may render a proposal non-responsive.
12. Alterations, modifications or variations to a proposal may not be considered unless authorized
by the RFP or by addendum or amendment.
13. Proposals which appear unrealistic in the terms of technical commitments, lack of technical
competence, or are indicative of failure to comprehend the complexity and risk of this contract,
may be rejected.
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14. Proposals may be withdrawn by written notice received prior to the proposal opening time.
15. The price and amount of this proposal must have been arrived at independently and without
consultation, communication, agreement or disclosure with or to any other Contractor or
prospective Contractor.
16. No attempt may be made at any time to induce any firm or person to refrain from submitting a
proposal or to submit any intentionally high or noncompetitive proposal. All proposals must be
made in good faith and without collusion.
17. Prices offered by Proposers in their proposals are an irrevocable offer for the term of the contract
and any contract extensions. The awarded Contractor agrees to provide the purchased services
at the costs, rates and fees as set forth in their proposal in response to this RFP. No other costs,
rates or fees shall be payable to the awarded Contractor for implementation of their proposal.
18. The City is not liable for any costs incurred by Proposers prior to entering into a formal contract.
Costs of developing the proposals or any other such expenses incurred by the Proposer in
responding to the RFP, are entirely the responsibility of the Proposer, and shall not be reimbursed
in any manner by the City.
19. Proposal will become public record after the award of a contract unless the proposal or specific
parts of the proposal can be shown to be exempt by law. Each Proposer may clearly label all or
part of a proposal as "CONFIDENTIAL" provided that the Proposer thereby agrees to indemnify
and defend the City for honoring such a designation. The failure to so label any information that
is released by the City shall constitute a complete waiver of any and all claims for damages caused
by any release of the information.
20. A proposal submitted in response to this RFP must identify any subcontractors, and outline the
contractual relationship between the Proposer and each subcontractor. An official of each
proposed subcontractor must sign, and include as part of the proposal submitted in response to
this RFP, a statement to the effect that the subcontractor has read and will agree to abide by the
Proposer’s obligations.
21. If the Contractor elects to use subcontractors, the City requires that the awarded Contractor
provide proof of payment of any subcontractors used for this project. Proposals shall include a
plan by which the City will be notified of such payments.
22. Each Proposer must disclose any existing or potential conflict of interest relative to the
performance of the contractual services resulting from this RFP. Any such relationship that might
be perceived or represented as a conflict should be disclosed. The City reserves the right to
disqualify any Proposer on the grounds of actual or apparent conflict of interest.
23. Each Proposer must include in its proposal a complete disclosure of any alleged significant prior
or ongoing contract failures, any civil or criminal litigation or investigation pending which involves
the Proposer or in which the Proposer has been judged guilty or liable. Failure to comply with
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the terms of this provision will disqualify any proposal. The City reserves the right to reject any
proposal based upon the Proposer’s prior history with the City or with any other party, which
documents, without limitation, unsatisfactory performance, adversarial or contentious
demeanor, significant failure(s) to meet contract milestones or other contractual failures.
24. The City reserves the right to negotiate final contract terms with any Proposers selected. The
contract between the parties will consist of the RFP together with any modifications thereto, and
the awarded Contractor’s proposal, together with any modifications and clarifications thereto
that are submitted at the request of the City during the evaluation and negotiation process. In
the event of any conflict or contradiction between or among these documents, the documents
shall control in the following order of precedence: the final executed contract, the RFP, any
modifications and clarifications to the awarded Contractor’s proposal, and the awarded
Contractor’s proposal. Specific exceptions to this general rule may be noted in the final executed
contract.
25. The City will not be responsible for or bound by any oral communication or any other information
or contact that occurs outside the official communication process specified herein, unless
confirmed in writing by the City Contact.
26. Any contract resulting from this RFP shall not be effective unless and until approved by the City
Council / City Manager, as applicable.
27. The City will not be liable for Federal, State, or Local excise taxes.
28. Execution of Attachment A of this RFP shall constitute an agreement to all terms and conditions
specified in the RFP, including, without limitation, the Attachment B contract form and all terms
and conditions therein, except such terms and conditions that the Proposer expressly excludes.
29. Proposer understands and acknowledges that the representations above are material and
important, and will be relied on by the City in evaluation of the proposal. Any Proposer
misrepresentation shall be treated as fraudulent concealment from the City of the true facts
relating to the proposal.
30. Proposals shall be kept confidential until a contract is awarded.
31. No announcement concerning the award of a contract as a result of this RFP may be made
without the prior written approval of the City.
32. Proposers are advised that any contract awarded pursuant to this procurement process that
exceeds $100,000 shall be subject to the applicable provisions of Long Beach Municipal Code
Section 2.73 et seq, the Equal Benefits Ordinance. Proposers shall refer to Attachment G for
further information regarding the requirements of the ordinance. If Attachment G is not present
in the RFP, the Equal Benefits Ordinance does not apply to this procurement.
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33. All Proposers shall complete and return, with their bid, the Equal Benefits Ordinance Compliance
form contained in Attachment B, if applicable. Unless otherwise specified in the procurement
package, Proposers do not need to submit with their bid supporting documentation proving
compliance. However, supporting documentation verifying that the benefits are provided
equally shall be required if the proposer is selected for award of a contract.

5.3 Contract Terms & Conditions
1. The awarded Contractor will be the sole point of contract responsibility. The City will look solely
to the awarded Contractor for the performance of all contractual obligations which may result
from an award based on this RFP, and the awarded Contractor shall not be relieved for the nonperformance of any or all subcontractors.
2. The awarded Contractor must maintain, for the duration of its contract, insurance coverages as
required by the City. Work on the contract shall not begin until after the awarded Contractor has
submitted acceptable evidence of the required insurance coverages.
3. The Long Beach Municipal Code (LBMC) requires all businesses operating in the City of Long
Beach to pay a business license tax. In some cases, the City may require a regulatory permit
and/or evidence of a State or Federal license. Prior to issuing a business license, certain business
types will require the business license application and/or business location to be reviewed by the
Development Services, Fire, Health, and/or Police Departments. Additional information is
available at www.longbeach.gov/finance/business_license.
4. All work performed in connection with construction shall be performed in compliance with all
applicable laws, ordinances, rules and regulations of federal, state, county or municipal
governments or agencies (including, without limitation, all applicable federal and state labor
standards, including the prevailing wage provisions of sections 1770 et seq. of the California
Labor Code), and (b) all directions, rules and regulations of any fire marshal, health officer,
building inspector, or other officer of every governmental agency now having or hereafter
acquiring jurisdiction.
5. Contractor shall indemnify, protect and hold harmless City, its Boards, Commissions, and their
officials, employees and agents (“Indemnified Parties”), from and against any and all liability,
claims, demands, damage, loss, obligations, causes of action, proceedings, awards, fines,
judgments, penalties, costs and expenses, including attorneys’ fees, court costs, expert and
witness fees, and other costs and fees of litigation, arising or alleged to have arisen, in whole or
in part, out of or in connection with (1) Contractor’s breach or failure to comply with any of its
obligations contained in this Contract, including any obligations arising from the Project’s
Contractor’s compliance with or failure to comply with applicable laws, including all applicable
federal and state labor requirements including, without limitation, the requirements of California
Labor Code section 1770 et seq. or (2) negligent or willful acts, errors, omissions or
misrepresentations committed by Contractor, its officers, employees, agents, subcontractors, or
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anyone under Contractor’s control, in the performance of work or services under this Contract
(collectively “Claims” or individually “Claim”).
6. In addition to Contractor’s duty to indemnify, Contractor shall have a separate and wholly
independent duty to defend Indemnified Parties at Contractor’s expense by legal counsel
approved by City, from and against all Claims, and shall continue this defense until the Claims are
resolved, whether by settlement, judgment or otherwise. No finding or judgment of negligence,
fault, breach, or the like on the part of Contractor shall be required for the duty to defend to
arise. City shall notify Contractor of any Claim, shall tender the defense of the Claim to
Contractor, and shall assist Contractor, as may be reasonably requested, in the defense.
7. If a court of competent jurisdiction determines that a Claim was caused by the sole negligence or
willful misconduct of Indemnified Parties, Contractor’s costs of defense and indemnity shall be
(1) reimbursed in full if the court determines sole negligence by the Indemnified Parties, or (2)
reduced by the percentage of willful misconduct attributed by the court to the Indemnified
Parties.
8. If the Contractor elects to use subcontractors, Contractor agrees to require its subcontractors to
indemnify Indemnified Parties and to provide insurance coverage to the same extent as
Contractor.
9. If the Contractor elects to use subcontractors, the Contractor shall not allow any subcontractor
to commence work until all insurance required of subcontractor is obtained.
10. The provisions of this Section shall survive the expiration or termination of this Contract.

5.4 Protest Procedures
Who May Protest
Only a Proposer who has actually submitted a proposal is eligible to protest a contract awarded through
a Request for Proposals (RFP). A Proposer may not rely on the protest submitted by another Proposer
but must pursue its own protest.
Time for Protest
The City will post a notice of the intent to award a contract at least ten (10) business days before an
award is made. The notice will be available to all Proposers who submitted a proposal via the City’s
electronic bid notification system at http://www.longbeach.gov/purchasing. A Proposer desiring to
submit a protest for a proposal must do so within five (5) business days of the electronic notification of
intent to award. The City Purchasing Agent must receive the protest by the close of business on the fifth
(5th) business day following posting of notification of intent to award the contract. Proposers are
responsible for registering with the City’s electronic bid notification system and maintaining an updated
Contractor profile. The City is not responsible for Proposers’ failure to obtain notification for any reason,
including but not limited to failure to maintain updated email addresses, failure to open/read electronic
messages and failure of their own computer/technology equipment. The City’s RFP justification memo
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will be available for review by protestors once the notification of intent to award has been posted via
the City’s electronic bid notification system.
Form of Protest
The protest must be in writing and signed by the individual who signed the proposal or, if the Proposer
is a corporation, by an officer of the corporation, and addressed to the City Purchasing Agent. Protests
must be submitted via the email address above. They must include a valid email address and phone
number. Protests must set forth a complete and detailed statement of the grounds for the protest and
include all relevant information to support the grounds stated, and must refer to specific portions of the
RFP and attachments upon which the protest is based. Once the protest is received by the City
Purchasing Agent, the City will not accept additional information on the protest unless the City requests
it.
City Response to Protest
The City Purchasing Agent or designee will respond with a decision regarding the protest within five (5)
business days of receipt of protest to the email address provided in the protest. This decision shall be
final.
Limitation of Remedy
The procedure and time limits set forth herein are mandatory and are the Proposer’s sole and exclusive
remedy in the event of a protest. The Proposer’s failure to comply with these procedures shall constitute
a waiver of any right to further pursue a protest, including filing a Government Code Claim or initiation
of legal proceedings.
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Attachment A: Authorization & Certification
I certify that:
i.
I am authorized to submit this Request for Proposals on behalf of the organization above.
ii.
I have read, understand and agree to comply with the terms and conditions specified in this
Request for Proposal. Any exceptions to the terms and conditions that will be requested have
been documented in the table below, Exceptions to Terms & Conditions.
iii.
The proposal is submitted as a firm and fixed request valid and open for 90 days from the
submission deadline.
iv.
This proposal is genuine, and not sham or collusive, nor made in the interest or in behalf of any
person not herein named; the Proposer has not directly or indirectly induced or solicited any
other Proposer to put in a sham proposal and the Proposer has not in any manner sought by
collusion to secure for himself or herself an advantage over any other Proposer.
v.
In addition, this organization and its members are not now and will not in the future be engaged
in any activity resulting in a conflict of interest, real or apparent, in the selection, award, or
administration of a subcontract.
Furthermore, as a current or potential Contractor for the City of Long Beach (City) your firm, through its
business relationship with the City, may be the recipient of federal grant funds. As such, the City is
required to document that neither your business entity or organization, nor any of your principals are
debarred, suspended, ineligible, or have voluntarily been excluded from receiving federal grant funds.
Consistent with Executive Order No. 12549 Title 2 CFR Part 180 Subpart C, all potential recipients of
federal grant funds are required to comply with the requirements specified below. By submission of
proposal/bid/agreement, the undersigned, under penalty of perjury, certifies that the participant, nor
any of its principals in the capacity of owner, director, partner, officer, manager, or other person with
substantial influence in the development or outcome of a covered transaction, whether or not
employed by the participant:
i.
Are not currently under suspension, debarment, voluntary exclusion, or determination of
ineligibility by any Federal department or agency;
ii.
Have not, within a three (3) year period preceding this bid/agreement/proposal, been
suspended, debarred, voluntarily excluded or declared ineligible by a federal agency;
iii.
Do not presently have a proposed debarment proceeding pending;
iv.
Have not, within a three (3) year period preceding this bid/agreement/proposal, been indicted
or convicted, or had a civil judgment rendered against it by a court of competent jurisdiction
in any matter involving fraud or official misconduct;
v.
Have not, within a three (3) year period preceding this bid/agreement/proposal, had one or
more public transactions (Federal, State, or local) terminated for cause or default.
vi.
If reorganization, management turnover, or a shift or change of principals’ status occurs, written
notice must be submitted within 21 days. Subsequent disclosure of unfavorable information will
be subject to thorough review and remedial action. Updated versions of this certification may
be requested on a routine basis.
vii.
Where the potential prospective recipient of Federal assistance funds is unable to certify to any
of the statement in this certification, such prospective participant shall attach an explanation
to the applicable bid/agreement/proposal.

Name

Signature

Date

1

Exceptions to Terms & Conditions
EXCEPTIONS TO TERMS AND CONDITIONS (IF APPLICABLE)
Exceptions to terms and conditions are uncommon, and Proposers are not
encouraged to take exception to terms and conditions. However, in the event there
are terms that should be reviewed as part of potential negotiation of a final contract,
they should be listed here. The City of Long Beach has no obligation to accept any
exceptions to terms and conditions. Any award is contingent upon the successful
negotiation of final contract terms. If contract negotiations cannot be concluded
successfully, the City reserves the right to negotiate a contract with another
Contractor or withdraw the RFP.
Term & Condition Number
Explanation of Objection

2

Attachment B
Equal Benefits Ordinance (EBO)

EQUAL BENEFITS ORDINANCE DISCLOSURE FORM
As a condition of being awarded a contract with the City of Long Beach ("City"), the selected
Contractor/Vendor ("Contractor") may be required during the performance of the Contract, to
comply with the City's nondiscrimination provisions of the Equal Benefits Ordinance ("EBO") set
forth in the Long Beach Municipal Code section 2.73 et seq. The EBO requires that during the
performance o f the contract, the Contractor shall provide equal benefits to its employees with
spouses and employees with domestic partners. Benefits include but are not limited to, health
benefits, bereavement leave, family medical leave, member ship and membership discounts,
moving expenses, retirement benefits and travel benefits. A cash equivalent payment is
permitted if an employer has made all reasonable efforts to provide domestic partners with
access to benefits but is unable to do so. A situation in which a cash equivalent payment might
be used if where the employer has difficulty finding an insurance provider that is willing to
provide domestic partner benefits.
The EBO is applicable to the following employers:
•

For-profit employers that have a contract with the City for the purchase of goods, services,
public works or improvements and other construction projects in the amount of
$100,000 or more

•

For-profit entities that generate $350,000 or more in annual gross receipts leasing City
property pursuant to a written agreement for a term exceeding 29 days in any calendar
year

Contractors who are subject to the EBO must certify to the City before execution of the
contract that they are in compliance with the EBO by completing the EBO Certification Form,
attached, or that they have been issued a waiver by the City. Contractors must also allow
authorized City representatives access to records so the City can verify compliance with the
EBO.
The EBO includes provisions that address difficulties associated with implementing procedures
to comply with the EBO. Contractors can delay implementation of procedures to comply with
the EBO in the following circumstances
1) By the first effective date after the first open enrollment process following the
contract start date, not to exceed two years, if the Contractor/vendor submits
evidence of taking reasonable measures to comply with the EBO; or
2) At such time that the administrative steps can be taken to incorporate
nondiscrimination in benefits in the Contractor/vendor's infrastructure, not to
exceed three months; or
3) Upon expiration of the contractor's current collective bargaining agreement(s).
Compliance with the EBO
If a contractor has not received a waiver from complying with the EBO and the timeframe within
which it can delay implementation has expired but it has failed to comply with the EBO, the

Attachment B

Contractor may be deemed to be in material breach of the Contract. In the event of a material
breach, the City may cancel, terminate or suspend the City agreement, in whole or in part.
The City also may deem the Contractor an irresponsible bidder and disqualify the Contractor
from contracting with the City for a period of three years. In addition, the City may assess
liquidated damages against the Contractor which may be deducted from money otherwise due
the Contractor. The City may also pursue any other remedies available at law or in equity.
By my signature below, I acknowledge that the Contractor understands that to the extent it is
subject to the provisions of the Long Beach Municipal Code section 2.73, the Contractor shall
comply with this provision.
Printed Name:
Signature:
Business Entity Name:

Title:
_

_

Date:
_
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ATTACHMENT C
W-9 Request for Taxpayer
Identification Number and Certification
Form-Fillable PDF available at http://www.irs.gov/pub/irs-pdf/fw9.pdf

W-9

Form
(Rev. November 2017)
Department of the Treasury
Internal Revenue Service

Request for Taxpayer
Identification Number and Certification
▶

Give Form to the
requester. Do not
send to the IRS.

Go to www.irs.gov/FormW9 for instructions and the latest information.

1 Name (as shown on your income tax return). Name is required on this line; do not leave this line blank.

Print or type.
See Specific Instructions on page 3.

2 Business name/disregarded entity name, if different from above
4 Exemptions (codes apply only to
certain entities, not individuals; see
instructions on page 3):

3 Check appropriate box for federal tax classification of the person whose name is entered on line 1. Check only one of the
following seven boxes.
Individual/sole proprietor or
single-member LLC

C Corporation

S Corporation

Partnership

Trust/estate
Exempt payee code (if any)

Limited liability company. Enter the tax classification (C=C corporation, S=S corporation, P=Partnership) ▶
Note: Check the appropriate box in the line above for the tax classification of the single-member owner. Do not check Exemption from FATCA reporting
LLC if the LLC is classified as a single-member LLC that is disregarded from the owner unless the owner of the LLC is
code (if any)
another LLC that is not disregarded from the owner for U.S. federal tax purposes. Otherwise, a single-member LLC that
is disregarded from the owner should check the appropriate box for the tax classification of its owner.
Other (see instructions) ▶
5 Address (number, street, and apt. or suite no.) See instructions.

(Applies to accounts maintained outside the U.S.)

Requester’s name and address (optional)

6 City, state, and ZIP code
7 List account number(s) here (optional)

Part I

Taxpayer Identification Number (TIN)

Enter your TIN in the appropriate box. The TIN provided must match the name given on line 1 to avoid
backup withholding. For individuals, this is generally your social security number (SSN). However, for a
resident alien, sole proprietor, or disregarded entity, see the instructions for Part I, later. For other
entities, it is your employer identification number (EIN). If you do not have a number, see How to get a
TIN, later.
Note: If the account is in more than one name, see the instructions for line 1. Also see What Name and
Number To Give the Requester for guidelines on whose number to enter.

Part II

Social security number

–

–

or
Employer identification number

–

Certification

Under penalties of perjury, I certify that:
1. The number shown on this form is my correct taxpayer identification number (or I am waiting for a number to be issued to me); and
2. I am not subject to backup withholding because: (a) I am exempt from backup withholding, or (b) I have not been notified by the Internal Revenue
Service (IRS) that I am subject to backup withholding as a result of a failure to report all interest or dividends, or (c) the IRS has notified me that I am
no longer subject to backup withholding; and
3. I am a U.S. citizen or other U.S. person (defined below); and
4. The FATCA code(s) entered on this form (if any) indicating that I am exempt from FATCA reporting is correct.
Certification instructions. You must cross out item 2 above if you have been notified by the IRS that you are currently subject to backup withholding because
you have failed to report all interest and dividends on your tax return. For real estate transactions, item 2 does not apply. For mortgage interest paid,
acquisition or abandonment of secured property, cancellation of debt, contributions to an individual retirement arrangement (IRA), and generally, payments
other than interest and dividends, you are not required to sign the certification, but you must provide your correct TIN. See the instructions for Part II, later.

Sign
Here

Signature of
U.S. person ▶

Date ▶

General Instructions
Section references are to the Internal Revenue Code unless otherwise
noted.
Future developments. For the latest information about developments
related to Form W-9 and its instructions, such as legislation enacted
after they were published, go to www.irs.gov/FormW9.

Purpose of Form
An individual or entity (Form W-9 requester) who is required to file an
information return with the IRS must obtain your correct taxpayer
identification number (TIN) which may be your social security number
(SSN), individual taxpayer identification number (ITIN), adoption
taxpayer identification number (ATIN), or employer identification number
(EIN), to report on an information return the amount paid to you, or other
amount reportable on an information return. Examples of information
returns include, but are not limited to, the following.
• Form 1099-INT (interest earned or paid)
Cat. No. 10231X

• Form 1099-DIV (dividends, including those from stocks or mutual
funds)
• Form 1099-MISC (various types of income, prizes, awards, or gross
proceeds)
• Form 1099-B (stock or mutual fund sales and certain other
transactions by brokers)
• Form 1099-S (proceeds from real estate transactions)
• Form 1099-K (merchant card and third party network transactions)
• Form 1098 (home mortgage interest), 1098-E (student loan interest),
1098-T (tuition)
• Form 1099-C (canceled debt)
• Form 1099-A (acquisition or abandonment of secured property)
Use Form W-9 only if you are a U.S. person (including a resident
alien), to provide your correct TIN.
If you do not return Form W-9 to the requester with a TIN, you might
be subject to backup withholding. See What is backup withholding,
later.
Form W-9 (Rev. 11-2017)

ATTACHMENT D

Business License

Attachment E

Vendor Information Security Assessment (VISA)

Cyber Risk
Document Version: 12.3

Vendor Information Security Assessment (VISA) Questionnaire
Purpose: This Vendor Information Security Assessment (VISA) Questionnaire requests information concerning a Cloud Service Provider (the Vendor), which intends to
provide to the City of Long Beach (The City) any or all of the following services: Software as a Service (SaaS); Platform as a Service (PaaS); and Infrastructure as a Service
(IaaS).
Note/Instructions:
•
•

•
•

•

SaaS, PaaS and IaaS are each a ‘cloud’ servicing model, in which software and database applications, computer network infrastructure and/or computer
hardware/software platforms is/are hosted by the Vendor and made available to customers interconnected to a network, typically to the Internet.
This Questionnaire is for the sole use of the intended Vendor and may contain confidential information of individuals and businesses collected, stored, and used by
The City. Any unauthorized collection, storage, use, review or distribution may be prohibited by California and/or Federal laws. If you are not the intended
recipient of this Questionnaire, please contact the sender by e‐mail and destroy all copies of the Questionnaire.
The Vendor shall provide answers to the questions or information to the requests provided below.
In the event that the Vendor determines that it cannot meet the City’s security and or privacy requirements, the Vendor may submit a request for an exception to
the City’s requirements and propose alternative countermeasures to address the risks addressed in this Questionnaire. The City’s Cyber Risk Officer (CRO) may
approve or reject the exception request, depending on the risks associated with the exception request.
Upon receipt of the Vendor’s response, the Technology & Innovation will conduct a security risk assessment, using the following scoring methodology:
A = Meets completely.
B = Partially meets. The Vendor may be required to provide additional requested information.
C = Doesn’t meet. The Vendor may be required to provide missing/additional detail.

Vendor Information:
Vendor Organization Name
Address
Information Security Contact Person Name
Email
Phone
Date this Questionnaire Completed

1
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Cyber Risk
Document Version: 12.3

1.0 BUSINESS PROCESS AND DATA EXCHANGE REQUIREMENTS

Score

#

Question

1.1

Please provide a detailed description of the
business process that will be supported by the
Vendor, as it relates to the proposed
requirements of the City’s RFP or other
Business Requirements Document (BRD)
Has the Vendor adopted and implemented
information security and privacy policies that
are documented, are accessible to the City,
and conform to ISO 27001/2 – Information
Security Management Systems (ISMS)
Standards?
What data exchange will occur between the
City and the Vendor? What data will be stored
at the Vendor’s or other third party’s data
storage location? (Provide data attributes with
examples)

1.2

1.3

1.4

Response from the Vendor

Additional
Information/Clarification
Required from the Vendor

Example: (Payment Card Information, Social
Security Number, Driving License # Patrons
Name, Address, telephone etc.), which are
examples of personal information, the privacy
of which must be protected as stated by the
California constitutional and statutory law.
In the event that the Vendor is required to
store Private Information (PI), Personally
Identifiable Information (PII), or Sensitive
Information (SI) (collectively, the Information)
about individuals in the service provider’s
business systems, how does the Vendor
maintain the confidentiality of the Information
in accordance with applicable federal, state
2
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Cyber Risk
Document Version: 12.3

Score

#

Question

Response from the Vendor

Additional
Information/Clarification
Required from the Vendor

and local data and information privacy laws,
rules and regulations?
1.5

1.6

1.7

1.8

1.9

What mechanism and/or types of tool(s) will
be used to exchange data between The City
and the Vendor? Example: (VPN, Data Link,
Frame Relay, HTTP, HTTPS, FTP, FTPS, etc.)
What types of data storage (work in progress
storage and backup storage) are present or will
be required at the Vendor’s site? Example:
(PCI Credit Card Info, SSN, DLN, Patrons Name,
Address, telephone, medical records, etc.)
Is e‐mail integration required between The City
and the Vendor?
Example: The provision of services may require
the City to provide the Vendor with an e‐mail
account on the City’s e–mail server.
Has the Vendor ever been subjected to either
an electronic or physical security breach?
Please describe the event(s) and the steps
taken to mitigate the breach(es). What
damages or exposure resulted? Are records of
breaches and issues maintained and will these
records be available for inspection by the City?
Does the Vendor maintain formal security
policies and procedures to comply with
applicable statutory or industry practice
requirements/standards? Does it include an
Incident Response procedures? Are records
maintained to demonstrate compliance or
certification? Does
3
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Cyber Risk
Document Version: 12.3

Score

#

Question

Response from the Vendor

Additional
Information/Clarification
Required from the Vendor

the Vendor allow client audit of these records?
NOTE: PLEASE PROVIDE SUPPORTING
DOCUMENTATION.

2.0 APPLICATION/SOLUTION CONFIGURATION

Score

#

Question

2.1

What are the Internet and the browser
security configurations for the application?
What security standards and requirements
does the Vendor maintain to ensure
application security at the user interface? (A
set of detailed documentation should be
provided to support the compliance.)
What is the name of the application(s) that the
Vendor will host in order to provide services to
the City? (List all).
What is the proposed url / web address that
will be used by the city to access the
application?
What functionality will be provided to the
City’s employees or the City’s customers or
other recipient of City services through the
application?
Will the Vendor use a subcontractor and/or a
third‐party service provider? (List all). If yes,
then what data privacy and information
security agreements are in place between the

2.2

2.3

2.4

Response from The Vendor

4

Additional
Information/Clarification
Required from The Vendor
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Score

#

Question

Response from The Vendor

Additional
Information/Clarification
Required from The Vendor

Vendor and any subcontractor/third party to
ensure appropriate and accountable treatment
of information? Note the City requires each
subcontractor and/or third party to complete
this Questionnaire.
2.5

What is the Vendor's application(s) hosting
hardware and software platform? Provide a
detailed description, including Service Packs
and a patch or security applications in use.
Example: Windows or Unix
Operating System (OS) and other detail.

2.6

2.7

2.8

How does the Vendor’s application and
database architecture manage or promote
segregation of the City's data (related to its
function as a local government agency) from
its other customers?
Describe the Vendor’s server and network
infrastructure. Please provide server and
network infrastructure deployment topology,
diagram, including data flow architecture
including but not limited to security
management applications (i.e. firewalls, etc.)
Please provide a detail proposed solution that
will be developed as a part of the Vendor’s
implementation to support this project. (For
example, detailed solution architecture and
diagram, secured data flow to support business
processes, etc.).

5
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3.0 DATA PROTECTION

Score
#

Question

3.1

What will be the medium of data exchange
between the City and Vendor?

3.2

How will the data be kept secure during the
data exchange process? Example: (VPN, Data
Link, Frame Relay, HTTP, HTTPS, FTP, FTPS, etc.)
How will the City’s data be kept physically and
logically secure at the Vendor’s preferred
storage location? Example: Digitally, Encrypted
etc.
What application level protections are in place
to
prevent
the
Vendor’s
or
a
subcontractor/third party’s staff member from
viewing unauthorized confidential information?
For example, encryption, masking, etc.
What controls does the Vendor exercise over
the qualification and performance of its team?
Of their subcontractor/third party’s team(s)?
(For example, criminal background verification
prior to employment,
providing security training after employment
and managing Role Based Access Control
(RBAC) during employment and network and
application access termination upon
employment termination.

3.3

3.4

3.5

Response from the Vendor

6

Additional
Information/Clarification
Required from the Vendor
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4.0 DATA BACK‐UP

#

Question

4.1

What are the Vendor’s method(s) used to keep
data secured during the data backup process?

4.2

Is the Vendor’s encryption technology used to
encrypt whole or selective data?

4.3

What types of storage media will the Vendor
use for data backup purposes?

4.4

Are the Vendor’s backup storage devices
encrypted? If ‘yes,’ please provide encryption
specification, with type of encryption algorithm
and detail process of encryption handling. If
‘no,’ provide a detailed description (with
process, tools and technology) to keep data
secured during the back‐up process.

Response

Score

Additional
Information/Clarification
Required from the Vendor

Response from the Vendor

Score

Additional
Information/Clarification
Required from the Vendor

5.0 DATA RETENTION

#

Question

5.1

What is the Vendor’s retention period of the
backed‐up data? The data retention process
shall comply with the City’s data retention
policy.
Are the data back‐up storage media at the
Vendor’s location or other third party location?

5.2

7
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#
5.3

Question

Response from the Vendor

Score

Additional
Information/Clarification
Required from the Vendor

If the Vendor’s backup storage devices are
stored with another company, please provide:






Company Name:
Address:
Contact person detail (Phone & Email):
What contractual commitments are in
place to guarantee security performance
from these vendors

5.4

What is the media transfer process (in the
event the contract expires)?

5.5

Who on the Vendor’s staff or
subcontractor/third party’s staff is/are
authorized to access backup data? (Provide
Name and Role)

8
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6.0 ACCOUNT PROVISIONING AND DE‐PROVISIONING (The Vendor must receive formal pre‐authorization from the City’s Business Information Systems Bureau Manager and
Cyber Risk Officer prior to provisioning and de‐provisioning of application access account).

#
6.1

6.2

6.3

Question

Response from the Vendor

Score

Additional
Information/Clarification
Required from the
Vendor

What is the account provisioning/addition
process? (Example: how are users accounts
created and managed?)
What is the account deprovisioning/
removal process? Example: how are users
accounts created and managed?)
How will the City’s employees gain access
to required application(s)?

9
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7.0 PASSWORD MANAGEMENT

#

Question

Response from the Vendor

Score

Additional
Information/Clarification
Required from the
Vendor

7.1

What will be the policy and/or procedures for
the logging, authentication, authorization and
password management scheme? (Please
provide a soft copy of the process)
7.2 Where will the login and password credentials
be stored?
7.3 Are the password credentials stored with
encryption? If ‘yes,’ please provide encryption
scheme detail.
7.4 The Vendor’s application must comply with the
following password requirements. Does the
Vendor’s application meet these requirements?
First time password must be unique to an
individual and require the user to change it
upon initial login.
 If the password is sent via plain text e‐mail
to the City employee to mitigate security
exposure.
 The City requires first time password to
have a time‐out capability of no more than
7 days.
 The e‐mail notification must not be copied
to anyone except the user.
 The permanent/long term password



must be changed frequently (at least
every 90 days)
E‐mail notification must be sent to the
user whenever the password has been
updated.
10
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#

Question






Response from the Vendor

Score

Additional
Information/Clarification
Required from the
Vendor

User should not be able to view data or
conduct business unless an initial
password has been updated with a
different password.
The Vendor shall inform the City’s
users, when a new password is created,
the user shall not use their City’s
password.
The password must have 12 or more
alphanumeric characters and it must
contain at least one character from
each of the bullets noted below (i.e.
each line shall contribute at least one
character):





Abcdefghijklmnopqrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXYZ
0123456789
!@#$%^&*()‐+=`~,></\"'?;:{[}]

11
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8.0 CLOUD SERVICES

#

Question

Response from the Vendor

Score

Additional
Information/Clarification
Required from the
Vendor

Score

Additional
Information/Clarification
Required from the
Vendor

8.1 Are the vendor services housed at their own (a)
data center, (b) the cloud, or (c) deployed‐on
premise only? How does the vendor ensure any
services hosted externally maintain regulatory
and best practice security controls?
8.2 Which cloud providers does the vendor use?

9.0 CYBERSECURITY INSURANCE

#

Question

Response from the Vendor

9.1 Does the vendor have cybersecurity insurance?
If so, please indicate if it protects against
security incidents, including hacking, viruses,
data theft and inadvertent loss personal
information. Please provide copy of Certificate
of Insurance and description of services covered
by the insurance.
‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐ End of Document ‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐
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Attachment F
Secretary of State Certification
Please provide print out showing your business is registered with the
California Secretary of State.
(Note, individual and sole proprietor companies are not required to register)
Awarded vendors/contractors must be registered with the California
Secretary of State prior to contract execution. For more information, please
consult:
www.kepler.sos.ca.gov/

RFP No. PR22-095

Pet Licensing

Attachment F

